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DEAEPANLHLIR JAKOH

O TMEPCOHANBHbIX
AAHHbIX

IlepcoHa/ibHbIC TAHHBIE —
ar00as MHpOpMaIs, OTHOCAIIASACS MPSIMO WU
KOCBEHHO K OIPEACIEHHOMY WX ONIPEACIAEMOMY

buszndeckoMy ULy (CyObEKTY IepCOHAIbHBIX JaHHBIX).

IlepconajibHbIE TaHHbIE, pa3pPellleHHbIEe
Cy0ObEKTOM MEPCOHAJbHBIX JAHHBIX JJIsI

pacnpocTpaHeHHUs - nepcoHalbHbIEC JaHHBIE, JOCTYI
HEOIPaHUYCHHOTO KpyTa JIUI] K KOTOPBIM IIPEJ0CTaBICH
CyOBEKTOM IEePCOHAIBHBIX JAHHBIX ITyTEM Jaud COTNIACHs Ha
00pabOTKy MEPCOHANIBHBIX JAHHBIX, pa3pEIICHHBIX
CyOBEKTOM IEePCOHAIBHBIX JAaHHBIX IS PACIIPOCTPAHCHUS B
OPSIKE, IPEAYCMOTPEHHOM HacTosAuM DeaepaabHbIM
3aKOHOM;

PepepanbHbIN 3aKOH OT 27.07.2006 Ne 152-d3

«O nepcoHarnbHbIX AAHHbLIX»



<,> 3HauYUTeNbHbLIN 00HLEM nepCOHaanbIX:’;»""‘f’;ﬁi Ik
AaHHbIX B UHTEPHETe coaepXar: \ |

v BU1eoxocTHHI 1

v IrpoBbIe cepBepbl y
P pBEp Haubonbmuii 00beM MepCcoHalbHBIX

\/ baorn JAHHBIX COACPIKAT CONNAJBbHBIC CCTH:

I.VEJOURNAI.



<0> ¥Yrpo3a KOHQUACHIMAJTBLHOCTH

HapyLieHne KoHpuaeHUansLHOCTH
BIIEYeT:
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[TpymMepHO y TpeTU nosiL3oBarenemn :

HapoJid akKayHTa

B3/10M npodounen

Kpaxka rnepcoHarsibHbIX JaHHbIX
MOLLEHHNYeCTBO N 0bMaH B CETU
KnoepoynnuHr

yCTaHOBMEH CBOBOAHLIN OOCTYN K 0bLLemn £ —\
NHopMaLmn (OHa MOXET BKMOYaTb B -~ ( > ’“.\27 g

cebs Takme cBeaeHusl, kak BO3pacT, NS % = /* g
yuye6HOe 3aBefeHMNe, UHTEPEChl, X066M ® N Lo
U T.4.), KaXAbIN WecTon pebeHoK 7 /va e
OTKPbIBAET KOCBEHHY KOHTaKTHYH \\ / \]

NHGOPMaLNIO (CCbINIKY Ha CBOM CaMT,
CKaun, akKayHTbl B APYruX counarnbHbIX
ceTaAX U T.4.).



MyTu pewenHusn yrpos 8 COUUATbHbIX CET&X

a) npu o6paboTke NepcoHanbHbIX AaHHbIX ... 2

CouunanbHasa ceTb - 3TO cauT,
KOTOPbI NpeaocTaBnsaeT
BO3MOHOCTb JTIOASAM
OCYLLECTBNATbL 0bLEHNE Mexay
cobon B MHTEpHeTe. MHorue
nonb3oBaTeNn He NOHUMAIOT, YTO
NHdOpPMaLMs, pa3MeLLeHHasa UMK
B coLMarnbHbIX CETAX, MOXET
ObITb HargeHa 1 ncnonb3oBaHa
KEM yrogHo, B TOM 4uCrie He
obsizaTenbHO ¢ bnarumm

HaMepeHNnAMn

\&J

OrpaHuTb CNUCOK Apy3en. B Apy3bsax HE AOAKHO ObiTb
CAYYaWHbIX U HE3HAKOMbIX AHOAEN

A
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He nepepaBaTtb MapoAM B aApec TPETbUX AUL, HE
yKasblBaTb: TeAedOHbl, aApPeca, AATy POXAEHUA W
APYIYHO AMYHYIO MHOOPMALMIO. SAOYMbILUAEHHUKU MOTYT
MCMOAB30BaATb  AaXe MHOOPMALMIO O TOM, Kak
MOAb30BaTEAU MPOBOASIT OTNYCKA, BbIXOAHbIE, KAHWUKYAbI
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HeobxopAMMO  3aWUTUTL  penytauuild -  nepea
pa3mMellleHeM 3apaBaTb cebe BOMpPoc: XoTeA Obl £,
YTO6bI APYrMe NOAb30BATEAU BUAEAU, UTO A 3arpyxato?
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<’> MyTn pewenun yrpos 8 COLIUATIbHbIX CETFIX SRR “Q

Doov A
° °

npu o6paboTke NepCcoHanbHbLIX AaHHbLIX .. | ‘ 7 /

CoumanbHas CETb - 3TO CauT,
KOTOPbIN MPEAOCTABASIET
BO3MOXHOCTb AFOASIM OCYLLECTBAATb
obuleHne mexay cobor B
MHTepHeTe. MHOrMe NoAb30BaTEAU
He MOHUMAOT, YTO MHGOPMALUSA,
pa3MelleHHaa UMK B COLMAAbHbIX
CeTAX, MOXeT ObITb HaAeHa U
MCMOAb30BaHa KEM YTOAHO, B TOM
Yyncae He 06a3aTenbHO ¢ baarumm

HaMepeHnaMHU

Mpn OOLIEHUU C AOABMM, KOTOPbIX MOAb30BATEAb HE
3HAET, eMy HEe PEKOMEHAYETCA WCMOAb30BaTb CBOE

peaAbHOE UMSA U APYTYHO AWMYUHYIO MHGOPMaLMKU: MMS,
MECTO XMTEAbCTBA, MECTO yuebbl 1 npouee

Y|

)
Heobxoanmmo wu3beratb pasmellenHusa dotorpadun B
NHTEpHETE, rA€ NOAB30BaTEAb M300pPaXEH HA MECTHOCTH,
MO KOTOPOM MOXXHO OMPEAEAUTb EI0 MECTONOAOXEHUE

.

" N
Mpu peructpaumm B COLMAABHOW CETU HEeOOXOAMMO

MCMOAB30BaTb CAOXHbIE MAPOAM, COCTOALLME U3 BYKB U
UMdP N C KOAMYECTBOM 3HAKOB HE MeHee 8

i

/
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AAS cOUMaAbHOU CETU, NOUTbI U APYIrMX CaUTOB
HEOBXOAMMO MCMOAB30BaThb pasHble NapoAn. Toraa ecau

MOAb30BaTEAA B3AOMAIOT, TO 3AOYMbILLAEHHUKW MOAyYaT
AOCTYIN TOAbKO K OAHOMY MECTY, @ HEe KO BCEM cpasy y




(o9 Yrposa KubepOymuHra npu pa3MeIieHnn
IIEPCOHAJIBHBIX JAHHBIX B COIUAILHBIX CeTSIX‘“‘

knbepbynnuHry B Poccumn

% JXepTBOK BynsiMHra CTaHOBUTCS KaXAbIn 6-Un nonb3oBaTerb

coumnanbHou cetu (14%)

MHol cnocob B
UHTEPHETE
8%

INEKTPOHHaA
noyta
8%

UrpoBble canThbl
15%

MecceHpxepbl
15%

% CaHkr-lNetepbypr n PoctoB-Ha-[oHy — nuaepsl No

CoumanbHble

Yto penarthb:
% O6paTuTbCs B
KOMMETEHTHbIE OpraHbl
% CoxpaHdaTb AoKasaTernbCcTBa
(CHAMKM 9KpaHOB, C 4aTON U
BpeEMeHeM CoObLLEHNI, ayano
N BUOEO NHpOopMaLnIO npu
Hann4nn)
% HacTtpouTb NpMUBaTHOCTL
CcTpaHuy,



A VYrpoza IHTEpHET CEpBUCOB
(manpumep GetContact)

[lonb3oBarernb npenoctaBndeT AOCTYIN KO
BCeéM CBOMM AlaHHbIM U JaHHbIM TPETbUX

nmu ® KOHTaKThI
D) cecomac % E-mall
2 )

BecnnatHo

% AKKayHTbl COLICETEN
% 3anucu pasroBopoB
+ TlOWCK aKKayHTOB Ha yoTpovicTe (:v) q) OT O

B Kowmacrs

« oMK BKKAYHTOB Ha yCTporicTae

; P % agpeca
«  NameHeHne KOHTaKTos

v, Tenedon

+ OCYLIECTBAEHME TENEdOHHbIX Bbi30R0R
« [epeHanpasnexie UCXOASILUX BbI30B0R
« TIPOCMOT XypHana 8630808

« onysiexue AanHbIX O CTaTyCe TenedoHa
« ViaMerierie XypHana ebia0sos

(B8 woro/mynsTumeava/daiins!

« TIpOCMOTP AakHbix Ha USB-Haxonwerne
« VaMmenerme/ynaneue RaHHbix Ha USB-HakonuTene

B= Namsto

« TPOCMOTP AaHHbIX Ha USB-HaxonwTene
+  Wamenerue/ynanexue faHHoix Ha USB-Hakonutene

& Kavepa

«  DOTO- ¥ BUAEOCHEMKA

[ Vnentuduxarop yoTpoficTea u AakHsie O BbI30BaX

« Tonyvenue AaHHbix o cTaTyce Tenedona

[ Apyroe

« Tlonyvenue AaHHbIX M3 VikTepHeTa

« TIpOCMOTP CeTeBbIX NOAKNIOYEHHIA

+ HeorpaHnyeHHsiit 4OCTYN K WkTepHety
+ 3aNycK NPy BKNIOYEHKM YCTPOACTES

+ T10Ka3 3NEMEHTOB UHTEPDEICa NOBEPX APYTHX OKOH

o =

. M nepe YCTPOACTBA B CIALMA PEXUM
+ TIPOCMOTP KOHUrYpaLIMY cryX6bi Google

B Ha yCTPOWCT

Mocie KayA0r0 OGHOBNEHHUR HABOP paspelleHMit
npunoxeHws “GetContact” MOXeT BbiTb pactuupen
TMoapobee.

3akpbiTh
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KoMMbIOTEPHbI BUPYC -
PA3HOBMAHOCTb KOMMbIOTEPHbIX
nporpamm, OTAUYUTEAbHOM
0COOEHHOCTbIO KOTOPOM ABASETCS

Ncnonb3oBaTb COBPEMEHHbLIE ONnepaunuoOHHbIE CUCTEMBI,

MMELMEe  CepbE3Hbli  yPOBEHb  3allMTbl  OT
BPEAOHOCHbIX NporpaMmm

|

CNOCOBHOCTb K PA3MHOXEHMUIO

(kONMMpPOBaAHMUIO). (

B AOMOAHEHME K 3TOMY, BUPYCbl MOTYT
NOBPEAUTb, CKOMMPOBATb,
NPeAOCTaBUTb AOCTYN K
NEePCOHAAbHbIM AQHHbIM UAU
MOAHOCTbIO YHUUTOXMUTb BCE GanAbl U

NepcoHaAbHble AQHHbIE. A Takxe \ j

NOBPEANTb UAUN AaXKXE YHUUTOXUTb

~N

MOCTOAHHO ycTaHaBAMBATb Natun (LMGpPOBbIE 3aNAATKM,
KOTOPble ABTOMATMUYECKU YCTaHABAMBAIOTCS C LIEAbLO
AOPabOTKM  MmporpamMmmbl) W ApyrMe  OOHOBAEHUS
onepaumMoHHOn cuctembl. CkaumMBaTb MPUAOXKEHUS
TOABKO C OpUMLMaAANbHOIO camrTa pa3pabortumnka OC.

OnepaLMOHHY0 CUCTEMY CO BCEMMU

bannamn B LIEAOM.

\_

\
PabotaTb Ha KOMMbOTEPE MOA MPaBaMu MOAb30OBaTEAS,

a He apMUHUCTPaTopa. ATO He MO3BOAUT OOAbLLUMHCTBY
BPEAOHOCHbIX  MPOrpaMmM  WMHCTAaAAMPOBATbCA  HA
NePCOHAAbHOM KOMMbIOTEPE.

v
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¥Yrpo3sl cOopa nepcoHAJbHBIX JAHHBIX € _f;. o ; 0‘\-\
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N IIYTH UX PCIICHUA

MeToAbl 3aLUUTDI
OT BPeAOHOCHbIX
nporpamm

o—¢ /SRR
A

NcnoAb30BaTb aHTUBUPYCHbIE MPOrPaMMHbIE MPOAYKTbI
M3BECTHbIX MNPOU3BOAUTEAEN, C  aBTOMAaTUUYECKUM
obHoBAeHUeM ba3

/

-
OrpaHuunTb GUIMUYECKUIM AOCTYN K KOMIMbIOTEPY AAS
MOCTOPOHHUX AWUL]

Mcrnonb3oBaTb BHELWHWE HOCUTEAU UHOOPMAUUN, TaKNE A
Kak PAeLllKa, AUCK UAM dalA U3 MHTEpPHETa, TOABKO K3
NPOBEPEHHbIX UCTOUHUKOB

HEHaAEXHbIX UCTOYHUKOB. Aaxe Te daliAbl, KOTopble
MPUCLIAGIOT 3HAKOMbIE.

\
‘ He oTKpbiBaTb KOMMNbIOTEPHbIE $aliAbl, MOAYUEHHbIE U3

/)




(: Yrpo3a oezonacuoctu I1/I nmpu
& HNCITIOJIB30OBAHUU CETEM WI-FI

C nomouupbto WI-Fi
MOXHO NMOAYYUTb
6ecnAaTHbIA UHTEPHET-
AOCTYN B OOLLIECTBEHHbIX

MECTax: kadbe, OTeAsiX, He nepepaBaTtb CBOO McnoAb30BaTh TOABKO
AMYHYIO MHGOPMALMIO 3alUMLLEHHOE
TOProBbIX LEHTPAX U uepes obLLEAOCTYMHbIE COEAMHEHUE yepes
asponopTax. 310 Wi-Fi cetn. Pabotas B HTTPS, a He HTTP, T.e.
ABASIETCA OTAMYHOI HUX, XXEAATEAbHO He npu Habope Beb-
BBOAWTb NapoAu appeca BBOAWUTb

BO3MOXHOCTbIO BbIXOAQ AOCTYNa, AOTUHBI U R e

B UHTepHeT. Ho MmHOorue Kakue-AMbo Homepa

3KCNEPTbI CUMTAIOT, UTO IBRSTIIRL

obwiepoctynHble Wi-Fi
CETU HE ABASIOTCS

e /lcnoAb30BaThb U
0BOHOBAATb
6e30nacHbIMMU. AHTUBMPYCHbIE
NPorpamMmbl 1

6paHaMayap.

=

Wi-Fi



(:‘)ero:;a OUHINHI'A UJIN KPAXKA
[EePCOHAJILHBIX JAHHBIX U IIYTH PellleHUus
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CAeAUTb 3@ CBOMM akkayHTOM. EcAM ecTb nMoAO3peHuUe,
[AaBHas LIeAb GULLMHT - BUAA ytTo CcTpaHuua OblAa B3AOMaHa, TO HEOBXOAMMO
3a0NOKMpPOBATb €e U COoOobOWMUTb aAMUHUCTpaTopam

MHTEpPHET-MOLLEHHUYECTBa, COCTOUT
SPHLBNORE ecTBa, CocTo pecypca 06 3TOM Kak MOXHO ckopee
B MNOAYYEHUN KOHPUAEHLMANABHbIX \ y

AAHHbIX MOAb30BaTEAEN — AOTMHOB U
napoAen. Ha aHIAMNCKOM A3bIKe

phishing untaeTca Kak GULLKHT (OT 4 N\
fishing — pblbHas AoBAs, password
— NapoAb) Mcnonb3oBaTb He3onacHble Be6-CaMTbl, B TOM UYUCAE,

MHTEPHET-Malra3nHOB 1 NMOUCKOBbLIX CUCTEM

\_ y

McnoAb30BaTb CAOXHbIE W pPasHble MNAPOAU. TaKMM
obpa3om, ecAaM Oyper  OCyWeCTBAEH B3AOM, TO
3AOYMbILUAEHHWKM MOAyYaT AOCTYMN TOAbKO K OAHOMY
NPOPUAIO B CETU, 8 HE KO BCEM

v




<>CDI/ILI.IVIHI' UK KPAXA NNYHbIX OAHHBIX
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EcAn ocyliectBAeH B3AOM CTPaHWLUbl, TO HeobxoAMMO
npeaynpeantb BCEX CBOUX  3HAKOMBDIX, KOTOpPblE
pOBaBAEHDI B APY3bAX, O B3AOME AMYHOW CTpaHuUbl TaK
Kak , BOBMOXHO, OT Ballero nveHu 6yAeT pacCCblAaTbCA

cnam M CCbIAKK Ha OULLMHIOBbIE cauThbl )J

7

\.

YCTaHOBUTb HapexHbIM napoAb (PIN) Ha MOOMAbHbIN
TenedpoH

N\

OTKAOUMTb COXPaHEHWE naponer B bpaysepe

He oTKpbIBaTb GpalAbl U APyrMe BAOXEHUS B MUCbMaX
AQXE €CAU OHU NMPULLAK OT APY3EN. Ayullie YTOUYHU Y HUX,
OTNPaBAAAU AU OHU TeDe 3TK dalAbl

~\

J




Ynpasiaenune Pockomuaazopa Qf i N

&

mo PocTOBCKOM 00)I1aCTH

Cmacu6o 3a BHUMaHue!

0 (863) 285-08-67
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